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to provide access to the gaming machine interior. Attached to
the main door are typically one or more player-input switches
or buttons 21, which collectively form a button panel, one or
more money or credit acceptors, such as a coin acceptor 22
and abill or ticket validator 23, a coin tray 24, and abelly glass
25. Viewable through main door 20 is a primary video display
monitor 26 adapted to present a game and one or more infor-
mation panels 27. The primary video display monitor 26 will
typically be a cathode ray tube, high resolution flat-panel
LCD, plasma/LED display or other conventional or other type
of appropriate video monitor. Alternatively, a plurality of
gaming reels can be used as a primary gaming machine dis-
play in place of display monitor 26, with such gaming reels
preferably being electronically controlled, as will be readily
appreciated by one skilled in the art.

[0038] Top box 11, which typically rests atop of the main
cabinet 12, may contain a ticket dispenser 28, a key pad 29,
one or more additional displays 30, a card reader 31, one or
more speakers 32, atop glass 33, one or more cameras 34, and
a secondary video display monitor 35, which can similarly be
a cathode ray tube, a high resolution flat-panel L.CD, a
plasma/LED display or any other conventional or other type
of appropriate video monitor. Alternatively, secondary dis-
play monitor 35 might also be foregone in place of other
displays, such as gaming reels or physical dioramas that
might include other moving components, such as, for
example, one or more movable dice, a spinning wheel or a
rotating display. It will be understood that many makes, mod-
els, types and varieties of gaming machines exist, that not
every such gaming machine will include all or any of the
foregoing items, and that many gaming machines will include
other items not described above. In particular, gaming
machine 10 can be any of a wide variety of gaming machines
manufactured and/or distributed by IGT.

[0039] With respect to the basic gaming functionalities pro-
vided, it will be readily understood that gaming machine 10
can be adapted for presenting and playing any of a number of
gaming events, particularly games of chance involving a
player wager and potential monetary payout, such as, for
example, a wager on a sporting event or general play as a slot
machine game, a keno game, a video poker game, a video
blackjack game, and/or any other video table game, among
others. Other features and functions may also be used in
association with gaming machine 10, and it is specifically
contemplated that the present invention can be used in con-
junction with such a gaming machine or device that might
encompass any or all such additional types of features and
functions. In various preferred embodiments, gaming
machine 10 can be adapted to present a video simulation of a
reel based slots game involving a plurality of gaming reels.

[0040] With respect to electronic gaming machines in par-
ticular, the electronic gaming machines made by IGT are
provided with special features and additional circuitry that
differentiate them from general-purpose computers, such as a
laptop or desktop personal computer (“PC”). Because gam-
ing machines are highly regulated to ensure fairness, and in
many cases are operable to dispense monetary awards of
millions of dollars, hardware and software architectures that
differ significantly from those of general-purpose computers
may be implemented into a typical electronic gaming
machine in order to satisfy security concerns and the many
strict regulatory requirements that apply to a gaming environ-
ment. A general description of many such specializations in
electronic gaming machines relative to general-purpose com-
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puting machines and specific examples of the additional or
different components and features found in such electronic
gaming machines will now be provided.

[0041] At first glance, one might think that adapting PC
technologies to the gaming industry would be a simple propo-
sition, since both PCs and gaming machines employ micro-
processors that control a variety of devices. However, because
of such reasons as 1) the regulatory requirements that are
placed upon gaming machines, 2) the harsh environment in
which gaming machines operate, 3) security requirements
and 4) fault tolerance requirements, adapting PC technolo-
gies to a gaming machine can be quite difficult. Further,
techniques and methods for solving a problem in the PC
industry, such as device compatibility and connectivity
issues, might not be adequate in the gaming environment. For
instance, a fault or a weakness tolerated in a PC, such as
security holes in software or frequent crashes, may not be
tolerated in a gaming machine because in a gaming machine
these faults can lead to a direct loss of funds from the gaming
machine, such as stolen cash or loss of revenue when the
gaming machine is not operating properly.

[0042] Accordingly, one difference between gaming
machines and common PC based computers or systems is that
gaming machines are designed to be state-based systems. In a
state-based system, the system stores and maintains its cur-
rent state in a non-volatile memory, such that in the event of a
power failure or other malfunction the gaming machine will
return to its current state when the power is restored. For
instance, if a player were shown an award for a game of
chance and the power failed before the award was provided,
the gaming machine, upon the restoration of power, would
return to the state where the award was indicated. As anyone
who has used a PC knows, PCs are not state machines, and a
majority of data is usually lost when a malfunction occurs.
This basic requirement affects the software and hardware
design of a gaming machine in many ways.

[0043] A second important difference between gaming
machines and common PC based computer systems is that for
regulation purposes, the software on the gaming machine
used to generate the game of chance and operate the gaming
machine must be designed as static and monolithic to prevent
cheating by the operator of gaming machine. For instance,
one solution that has been employed in the gaming industry to
prevent cheating and satisty regulatory requirements has been
to manufacture a gaming machine that can use a proprietary
processor running instructions to generate the game of chance
from an EPROM or other form of non-volatile memory. The
coding instructions on the EPROM are static (non-change-
able) and must be approved by a gaming regulator in a par-
ticular jurisdiction and installed in the presence of a person
representing the gaming jurisdiction. Any change to any part
of'the software required to generate the game of chance, such
as, for example, adding a new device driver used by the master
gaming controller to operate a device during generation of the
game of chance, can require a new EPROM to be burnt,
approved by the gaming jurisdiction, and reinstalled on the
gaming machine in the presence of a gaming regulator.
Regardless of whether the EPROM solution is used, to gain
approval in most gaming jurisdictions, a gaming machine
must demonstrate sufficient safeguards that prevent an opera-
tor of the gaming machine from manipulating hardware and
software in a manner that gives the operator an unfair or even
illegal advantage over a player. The code validation require-



